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1 . A method for determining a bound around a reference time, the method comprising 
the steps of: 

transmitting a nonce to a higher level computing device, wherein the higher level 
computing device is a level closer to a reference time computing device; 

receiving a response from the higher level computing device, the response 
comprising: a signed reference time computing device response, the reference time 
computing device response comprising a reference time; a hashed collection from each 
first level computing device that had transmitted the hashed collection to the reference time 
computing device prior to the reference time; and a sibling nonce from each initiating 
computing device that had transmitted the sibling nonce to the higher level computing 
device before the higher level computing device hashed the nonce and the sibling nonce for 
transmission to a subsequently higher level computing device; 

setting a first bound limit at a transmittal time, wherein the transmittal time is when 
the nonce was transmitted to the higher level computing device; and 

setting a second bound limit at a receipt time, wherein the receipt time is when the 
response from the higher level computing device was received. 



MS: 306568.01 Page 43 Attorney Docket: 224876 

2. A computer-readable medium having computer-executable instructions for 
determining a bound around a reference time, the computer-executable instructions 
performing steps comprising: 

transmitting a nonce to a higher level computing device, wherein the higher level 
computing device is a level closer to a reference time computing device; 

receiving a response from the higher level computing device, the response 
comprising: a signed reference time computing device response, the reference time 
computing device response comprising a reference time; a hashed collection from each 
first level computing device that had transmitted the hashed collection to the reference time 
computing device prior to the reference time; and a sibling nonce from each initiating 
computing device that had transmitted the sibling nonce to the higher level computing 
device before the higher level computing device hashed the nonce and the sibling nonce for 
transmission to a subsequently higher level computing device; 

setting a first bound limit at a transmittal time, wherein the transmittal time is when 
the nonce was transmitted to the higher level computing device; and 

setting a second bound limit at a receipt time, wherein the receipt time is when the 
response from the higher level computing device was received. 

3. A computing device in a distributed computing environment, the computing 
device comprising: a first clock and a second clock, wherein the first clock and the second 
clock are synchronized by transmitting a nonce to a higher level computing device, 
wherein the higher level computing device is a level closer to a reference time computing 



M6: J06568.01 Page 44 AUomey Docke{ . 22487( . 

device; receiving a response from the higher level computing device, the response 
comprising: a signed reference time computing device response, the reference time 
computing device response comprising a reference time; a hashed collection from each 
first level computing device that had transmitted the hashed collection to the reference time 
computing device prior to the reference time; and a sibling nonce from each initiating 
computing device that had transmitted the sibling nonce to the higher level computing 
device before the higher level computing device hashed the nonce and the sibling nonce for 
transmission to a subsequently higher level computing device; synchronizing the first clock 
by reference to the reference time and a transmittal time, wherein the transmittal time is 
when the nonce was transmitted to the higher level computing device; and synchronizing 
the second clock by reference to the reference time and a receipt time, wherein the receipt 
time is when the response from the higher level computing device was received. 



